ABSTRACT In this paper, a novel spatial domain color image watermarking technique is proposed to rapidly and effectively protect the copyright of the color image. First, the direct current (DC) coefficient of 2D-DFT obtained in the spatial domain is discussed, and the relationship between the change of each pixel in the spatial domain and the change of the DC coefficient in the Fourier transform is proved. Then, the DC coefficient is used to embed and extract watermark in the spatial domain by the proposed quantization technique. The novelties of this paper include three points: 1) the DC coefficient of 2D-DFT is obtained in the spatial domain without of the true 2D-DFT; 2) the relationship between the change of each pixel in the image block and the change of the DC coefficient of 2D-DFT is found, and; 3) the proposed method has the short running time and strong robustness. The experimental results on two publicly available image databases (CVG-UGR and USC-SIPI) have shown that the proposed method not only has satisfied the needs of invisibility but also has better performance in terms of robustness and real-time feature, which show the proposed method has both advantages of spatial domain and frequency domain.
I. INTRODUCTION
The protection of multimedia copyright has attracted a lot of attention during the last two decades, and how to rapidly and effectively protect the copyright is an urgent problem. In the context of digital products, digital watermarking has been considered as a suitable solution for protecting copyright [1] - [4] . Digital watermarking technique is the procedure of embedding a small signal called ''watermark'' into the digital product (such as audio, image, video, text etc.), and the watermark can be detected or extracted later by computing operations in order to make assertions about the digital product. The watermark is hidden in the host data in such a way that it is inseparable from the host data and so that it is resistant to many hostile operations.
Based on the differences between processing domains, watermarking method has two types: spatial domain
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watermarking method and frequency domain watermarking method. For the spatial domain image watermarking technique, the watermark is directly embedded by modifying the pixel values or using the least significant bit (LSB) of the original image. For instance, Sharma et al. [5] used the LSB technique to embed watermark image in an original image since it had less impact on the image perceptibility. They also used multiple-parameter discrete fractional Fourier transform (MPDFRFT) with random DFRFT to improve the robustness; hence, this method was dual domain method, and its running time was very long. Chou and Wu [6] proposed a color image watermarking technique in the spatial domain, where the color watermark was embedded into each color pixel by quantization technique. Although this method was spatial domain technique, it needed more time since the forward transform and inverse transform between RGB color space and CIE-Lab color space were needed in the watermarking procedures. Moreover, the experimental results showed that its robustness was weak. Generally, the single spatial watermarking method has good real-time feature, but its robustness is relatively weaker than other frequency watermarking methods.
For the frequency domain image watermarking technique, the carrier image is transformed into frequency domain and the watermark information is embedded into the frequency coefficient, which improves the robustness but increases the running time of watermarking method. When a watermark is embedded in the frequency domain, its energy is spread throughout the carrier image by strongly embedding in the host image with less distortion. Thus, these algorithms are robust in preserving watermarks even if the watermarked images are damaged by the potential attacks [7] . For example, Cedillo-Hernandez et al. [8] proposed a robust watermarking method in discrete Fourier transform (DFT) domain for effective management of medical imaging. In [8] , the embedding process was done in about 8.89 seconds, while the detection process was about 5.87 seconds. Aherrahrou and Tairi [9] proposed DFT watermarking methods to enhance the robustness since DFT can resist geometric attacks and the distribution of energy. Urvoy et al. [10] proposed a novel DFT watermarking scheme featuring perceptually optimal visibility versus robustness, and this proposed approach had high robustness to various kinds of attacks. At the same times, some robust watermarking techniques against desynchronization attacks have been surveyed and presented. For example, Licks and Jordan [23] described the most common types of geometric attacks and surveyed the existing solutions. Tian et al. [24] presented a blind image watermarking resynchronization scheme against local transform attacks. They used the local daisy feature transform and the binary space partitioning tree to embed watermark information. In general, the frequency domain method has strong robustness but it takes more time.
How to make full use the advantages of frequency domain in spatial domain is still an important science problem. Based on the generating procedure of the direct current (DC) coefficient in discrete Cosine transform (DCT) domain and its distributing feature, an amalgamation domain watermarking method was realized in the spatial domain [11] . The experimental results showed that the method [11] not only had strong robustness but also had lower computation complexity. However, the binary image was used as watermark image in [11] , that is, it could not be directly used to embed the 24-bit color image watermark into color host image because its embedding capacity was small.
With the rapid development of digital products, the color images have become the main digital products, and some color image watermarking methods have been proposed and performed in spatial domain or frequency domain. At present, only a few of image watermarking methods in spatial domain using color image as watermark were proposed. For example, Chou and Wu [6] proposed the spatial domain color image watermarking method. But, many image watermarking methods used color image as watermark have been proposed in frequency domain. For instance, Golea et al. [12] proposed a blind color image watermarking based on singular value decomposition (SVD). In [12] , the singular values were modified for embedding watermark, which results in the watermarked image was seriously distorted since some singular values had been changed. Based on the feature of Schur decomposition, Su et al. [13] proposed a blind color image watermarking scheme, which needed to enhance the invisibility. Jia proposed a novel color image watermarking algorithm based on SVD decomposition for protecting the copyright of color image [14] . In [14] , the similar relationship of elements in U matrix after SVD was found and used to extract the embedded watermark without resorting to the original data, but its computation complexity was high because the SVD and the inverse SVD with computation complexity O(n 3 ) were needed in this method. In our previous work [15] , a new color watermarking schemes based on LU decomposition was proposed to protect the copyright of color image, which has strong robustness. The methods [20] and [21] all used QR decomposition to embed watermark information into color image; but, the method [21] used the binary image as watermark and it could not be extended to embed color image of sized 32 × 32 into host color image of sized 512 × 512. These above-mentioned color watermarking methods are summarized by Table 1 . In this paper, a rapid and robust blind watermarking technique in spatial domain is proposed and investigated. Firstly, the method of obtaining the DC coefficient of 2D-DFT in the spatial domain is discussed, and then the rule of distributing the changed quantity of DC coefficient in the spatial domain is further researched and proved. Based on the features of the DC coefficient of 2D-DFT, the novel spatial watermarking method is designed to embed color watermark image into color carrier image and extract the embedded watermark without the help of original color watermark image or original color host image. The results of experiment show that the proposed method has stronger robustness than the existing VOLUME 7, 2019 spatial domain methods and lower running time than the existing frequency domain methods. The novelties of this paper include three points: (i) the DC coefficient of 2D-DFT is obtained in the spatial domain without of the true 2D-DFT; (ii) the relationship between the change of each pixel in the image block and the change of the DC coefficient of 2D-DFT is proved; (iii) the proposed method has the short running time and strong robustness.
The rest of the paper is organized as follows. In Section II, the preliminaries of discrete Fourier transform and Arnold transform are introduced. Section III discusses the special feature of the DC coefficient of 2D-DFT. Section IV gives the detailed procedures of the proposed watermarking technique. Section V shows the performance evaluation and analysis. At last, the conclusions are drawn in Section VI.
II. PRELIMINARIES
As an important technique of frequency domain, DFT is often used in frequency domain analysis. Hence, it is necessary to know the special feature of DFT in the spatial domain. In addition, the security of watermarking is ensured by many techniques, where the Arnold transform is often used to permute the watermark image
A. DISCRETE FOURIER TRANSFORM
The Fourier transform is the most basic transform. Many problems can be processed in the spatial domain and transform domain with DFT at the same time. The DFT can be used to represent the discrete information since the image is stored in computer with digital form. The 2D-DFT and 2D-inverse DFT (2D-IDFT) are introduced as follows.
If the two-dimensional function f (x, y) satisfies the Dirichlet conditions: (i) it has finite discontinuous points, (ii) it has finite poles, and (iii) it is absolutely integrable, then the 2D-DFT can be denoted by
where, x, y are the variables of spatial frequency, 
where
According to (1) , when u = 0 and v = 0, the direct current (DC) coefficient F(0, 0) can be calculated by
It is known from (3) that the DC coefficient of image block can be directly obtained in the spatial domain.
According to (2) , the inverse transform of (3) can be obtained by
Suppose the watermarked result is F(0, 0) when the watermark is embedded into DC coefficient F(0, 0), then the watermarked f (x, y) in the spatial domain is gotten by
The changed quantity f (x, y) in spatial domain of each watermarked pixel is gotten by
It can be seen from (6) that the change quantity of each pixel in the image block depends on the change quantity of the DC coefficient of the Fourier transform. Hence, the process of using the DC coefficient to embed watermark by the Fourier transform can be instead by modifying the pixel value in the spatial domain. This feature has been used to image compression storage. In this paper, we will extend this feature to image watermarking field. This is one of the significant novelties of this work.
B. ARNOLD TRANSFORM
Since Arnold transform has high efficiency, it has been widely used to permute watermark image for watermark security [4] . The detailed definition of Arnold transform is given by
where i, j, i and j are four integers in {0, 1, 2, . . . , M − 1}, M is the size of square image matrix, mod(.) is the standard modular function, i and j are the pixel position in the original image matrix, and i and j are the new pixel position in the transformed image matrix. That is, the pixel at the position (i, j) of original image matrix will be transformed to a new position (i , j ) by (7), which will change the order of matrix pixels and enhances the security in visual identification of watermark image. Moreover, the iteration number of Arnold transform is used as the secret key. When restoring the original image matrix, the corresponding inverse procedure of Arnold transform can be defined by
C. HASH PSEUDORANDOM SCRAMBLING ALGORITHM
For ensuring the security of watermarking method, the so-called Hash pseudorandom scrambling algorithm based on the Hash function is used to randomly select the non-collision embedding blocks in this paper. Hash function is an important basic tool in the field of information security, and it is widely used in the fields of public key cryptography, digital signatures, integrity, and authentication [19] . Hash function mainly includes two types: MDx and SHAx, in which MD5 algorithm is the representative of MD type. The principle of MD5 is described as follows: The inputted information is processed by MD5 algorithm with the group of size 512 bits, and each group is further divided sixteen sub-groups of size 32 bits. Four registers are used in the MD5 algorithm, and four-turn compress algorithm is beginning when the values of four registers are initialized. In the process of four-turn compress, their operation structures are same, but their Boolean functions, definite value parameters and the bits of cyclic shift to the left are different. There are sixteen iterations in each turn, that is, four turns include 64 iterations. After the compression of four turns, the corresponding values of each register are obtained and added to one information digest of size 128 bits.
III. THE PROPOSED METHOD
In this paper, both the original host image and the watermark image are 24-bits color images. The overall watermarking technique includes two processes: embedding watermark and extracting watermark. Each process is explained in detail as follows, respectively.
A. EMBEDDING WATERMARK
In this process, the decimal format of color watermark image will be transformed to binary format, and one bit watermark information will be embedded into one image blocks of sized 4 × 4. As shown in Fig.1 , the process of embedding watermark includes many steps. For clarity, the detailed steps are descried as follows.
Step 1: Pre-processing the host image and watermark image.
Firstly, one 24-bit color host image H with size of M × M is divided into red, green and blue three color channels, every color channel is divided into non-overlapping pixel blocks with size of m × m, where m = 4.
Secondly, one 24-bit color watermark image W with size of N × N is divided into red, green and blue three color channels. Each color channel watermark W i is permutated by Arnold transform based on key Ka i in order of red, green and blue. In here, the key Ka i is selected by the period of the Arnold transform, and the transform period is determined by the matrix size [21] . The decimal format of each pixel value of each color channel watermark is transformed to 8 bits binary Step 2: Locating the embedding pixel block and selecting the embedding watermark bit.
Embedding pixel block BK is located by using the localization matrix which is generated by Hash pseudo-random scrambling algorithm based on key Kb i . At the same time, the embedding watermark bit w is selected from the binary string sequence SW i of the corresponding channel, where i = 1, 2, 3, and represents three color channels of red, green and blue, respectively.
Step 3: Calculating the DC coefficient of 2D-DFT. Using (9) to obtain the DC coefficient DCC of embedding pixel blockBK in the spatial domain, which does not need the true 2D-DFT transform and can decrease the execution time.
where BK(p, q) represents the pixel value at the coordinate (p, q) in the embedding pixel block BK, p and q are more than 1 and less than m, and m is the width (or height) of the embedding pixel block BK.
Step 4: Calculating the boundary values of the DC coefficient.
In the proposed method, the quantization technique is used to embed watermark. Any value will be located between two quantization boundary values. The lower boundary value C low and upper boundary value C high of DC coefficient DCC are VOLUME 7, 2019 calculated by (10) and (11) .
where w is the embedding watermark bit, floor(.) is the downward integral function, and T is the quantization step.
Step 5: Calculating the optimal boundary value. According to (12) , the optimal boundary value OC is selected from the upper boundary values C high or lower boundary values C low .
where abs (.) is absolute value function.
Step 6: Calculating the watermarked pixel block. Using (13) to distribute the changed quantity CHC of DC coefficient to all pixels of the pixel block BK evenly, then the watermarked pixel blocks BK * are obtained. The embedding pixel block in the corresponding color channel is replaced with the watermarked pixel block.
where CHC = OC-DCC, m is the width (or height) of the embedding pixel block. This method can reduce the execution time without the 2D-IDFT.
Step 7: Repetitive execution. Repeating the steps 2 to 6 until all the watermark bits are embedded into three color channels. Finally, recombining the red, green and blue color channels to obtain the watermarked image H * .
B. EXTRACTING WATERMARK
In this process, the embedded watermark information will be extracted from the final watermarked image H * . As shown in Fig. 2 , the process of extracting watermark is the inverse process of embedding watermark, and its detailed steps are given as follows.
Step 1: Pre-processing the watermarked image H * . The watermarked image H * is divided into red, green and blue three color channels H * i , where i = 1, 2, 3, and represents three color channels of red, green and blue, respectively. Each color channel is divided into non-overlapping pixel blocks of sized m × m.
Step 2: Locating watermarked pixel block. The watermarked pixel block BK * is selected by the Hash pseudo-random scrambling algorithm based on key Kb i , where i = 1, 2, 3, and represents three color channels of red, green and blue, respectively.
Step 3: Calculating the DC coefficient of 2D-DFT. The DC coefficient DCC * of the watermarked pixel block BK * is directly obtained from (14) , and the acquisition of DC coefficient does not need the true 2D-DFT transform.
where BK * (p, q) represents the pixel value at the coordinate (p, q) in the watermarked pixel block BK * , p and q are more than 1 but less than m, and m is the width (or height) of the watermarked pixel block BK * .
Step 4: Extracting watermark bit. The watermark bit w is extracted by (15) , where mod( ) is the modular function and round( ) is the rounding function.
Step 5: Repetitive execution. The above Steps 2-4 are repeated, and all extracted watermark bits are linked to the binary string sequence SW * i of each channel respectively. Then, SW * i is converted to decimal pixel values in a set of 8-bit binary strings, where i = 1, 2, 3, and represents three color channels of red, green and blue, respectively.
Step 6: Post-processing the extracted watermark. Performing inverse Arnold transform with key Ka i on the decimal pixel values of each channel. Then, the extracted watermark component W * i of each channel is obtained, where i = 1, 2, 3, and represents three color channels of red, green and blue, respectively.
Step 7: Recombining the extracted watermark component. The extracted watermark component W * i of each channel is reconstructed to obtain the extracted 24-bit color watermark image W * .
IV. PERFORMANCE EVALUATION AND ANALYSIS
In order to fairly and accurately evaluate watermarking performance in terms of invisibility, robustness and real-time feature, it is necessary to do some simulations and compare the proposed method to some related color image watermarking methods. Hence, the test images and metrics should be approved by many watermarking researchers.
A. DATASET
In this study, all color images of the databases CVG-UGR [17] and USC-SIPI [18] are used as the host images to test the performance of this method. All host images are 24 bits/pixel for color images, and each host image is resized to 512 × 512 pixels.
For showing the performance of this method, ten original images are selected from the databases and used as color host images to compare with the state-of-the-art methods [12] - [16] . As shown in Fig. 3 , all of the 24-bits color images have the same size, i.e. 512 × 512. Furthermore, all of the 24-bits color watermark images have also the same size, i.e. 32×32, as shown in Fig. 4 . These watermark images have been used in other compared methods [12] - [16] . 
B. METRICS
In this experiment, the traditional method Peak Signal-toNoise Ratio (PSNR), as shown by (16) , is used to compute the similarity between the original color image H and the watermarked image H * [20] 
where PSNR j denotes the PSNR of their red, green and blue channels, j = {1, 2, 3}, respectively,
where H (x, y, j), H * (x, y, j) stands for the value of pixel (x, y) in channel j of the original image and the watermarked one, and M , N denotes the width and height of the host images, respectively. In addition, the Structural Similarity Index Measurement (SSIM), as denoted by (18), is also used to compute the similarity between the original color image H and the watermarked image H * .
the first term in (19) is the luminance comparison function which measures the closeness of the two images' mean luminance (µ H and µ H * ). The second term is the contrast comparison function which measures the closeness of the contrast of the two images. Here the contrast is measured by the standard deviation σ H and σ H * . The third term is the structure comparison function which measures the correlation coefficient between the two images H and H * . Note that σ HH * is the covariance between H and H * . The positive values of the SSIM index are in [0, 1] . A value of 0 means no correlation between images, and 1 means that H = H * . The positive constants C 1 , C 2 and C 3 are used to avoid a null denominator.
Besides, in order to measure the robustness of the watermark, Normalized Cross-correlation (NC) between the original watermark W and the extracted watermark W * is used and shown as follows. (20) where the P and Q denote the row and column size of the original watermark image.
For selecting the effective quantization step, we do many experiments at first. Fig. 5 gives the different results of invisibility and robustness under different quantization steps. When the quantization step T is increased, the invisibility of watermarking method is decreased since the host image will be modified with a great quantity. In general, the robustness is increased with the increased quantization step T . It can be seen from the Fig 5, the quantization step T is selected to be 125 in this experiment considering the trade-off between the invisibility and robustness. 
C. INVISIBILITY TEST AND ANALYSIS
The watermark invisibility is one of the most important features of watermarking. For the invisible watermarking method, the embedded watermark should be imperceptible. Only if the embedded watermark cannot be noticed in vision and it can be whole extracted from the watermarked image, then the other features can be further meaning discussed.
For showing the invisibility of the proposed method when the watermark image extracted from the watermarked image with free-attack is the same as the original watermark image, four different watermark images are embedded into all host images, and part of results are given in Table 2 . When the 32 × 32 color watermark images are embedded into the given host images, their average PSNR values are more than 35dB, and their average SSIM values are near to 1. There is very little difference between these values for the ten test images with the quantization step 125, which shown the proposed method has good and stable imperceptibility of watermark. In a word, the imperceptibility is mainly determined by the quantization step mentioned in the above sub-section.
For fair comparison and succinct presentation, the watermark image 1 is embedded into the four test images used in other related methods. As seen from the Table3, the PSNR values of the proposed method are more than 37dB, and their SSIM values are near to 1, which indicates that the difference between the original images and the watermarked images cannot be distinguished by human eyes. Hence, the proposed method is effective to embed watermark. Although the method [16] can be extended to use color image as watermark image, the effective of invisibility cannot meet the need of color image watermarking. Hence, the method [16] is not compared in the following test.
D. ROBUSTNESS TEST AND ANALYSIS
The robustness is an important metric for watermarking technique. In this section, in order to show the robustness of our proposed watermarking method, some basic attacks of standard benchmark Optimark software (such as JPEG, Median, Cropping, and Scaling etc.) are selected to test the robustness of the proposed method. Moreover, other attacks adopted in the related methods (such as Low-pass filtering, Salt & Peppers noising, and Gaussian noising etc.) are also used in this method. Further, after extracting the watermark, the well-known metric NC is used to measure the robustness. In order to further demonstrate the robustness of the proposed method, after embedding the watermark image 1 into the test image ''Lena'', the comparison with other related color image watermarking is presented by Figs. 10-13 . At first, Fig. 10 gives the results of against image impression, i.e. JPEG compression with compression factor 60 and JPEG 2000 compression ratio 4:1. Obviously, the robustness of the proposed against image compression is better than other compared methods when the compression parameters VOLUME 7, 2019 are the same. Then, Fig. 11 illustrates the robustness when adding different noises to the watermarked image. When the Salt &Peppers noise with density 0.02 is added to the watermarked image, the proposed method has better robust than other methods. In addition, the proposed method is strong to resist the attack of adding Gaussian white noise. Furthermore, Fig. 12 gives the results for resisting the different filtering attacks. The first attack is the Butterworth low-pass filtering with cut-off frequency 100 and filter order 10, and the second one is median filtering with window size of 3 × 3. In general, the proposed method meets the need of the robustness; especially, it has better robust to against the median filtering attack. In addition, Fig. 13 shows the results for resisting the geometric attacks. The first attack is the cropping attack with cropped ratio 50%, and the second one is zooming with 50%. In the cropping attack, the watermarked image is cropped from the left to right with different cropped ratios. In the zooming attack, the watermarked image is zooming out 50% and then resize to the original size, which includes twice zooming operation. As seen from the results, the proposed method can resist the common geometric attacks; especially, it has better robustness to against the zooming attack than other compared methods.
Furthermore, an accurate comparison, which is statistical analysis, between our proposed method and other related methods is performed. Accordingly, the statistical significance of the difference between the proposed method and other methods was assessed by the Wilcoxon signed-ranks test with a significance level of 0.05. The Wilcoxon signed-rank test was selected because the results of each attack in both methods did not show normal distribution [25] . This test was performed to compare other methods and the proposed method for each individual type of attack. The NC robustness values against the tested attacks are coming from many experiments.
IBM SPSS statistic 22.0 was used to perform our statistical calculations. In the test, the null hypothesis H 0 indicates that there is no significant difference between the proposed method and other methods. In contrast, the alternative hypothesis H 1 indicates that a significant difference exists between these compared methods. With a 95% confidence level, the null hypothesis H 0 is rejected if α ≤ 0.05; the null hypothesis H 0 cannot be rejected if α > 0.05. In the case of rejecting the null hypothesis H 0 (α ≤ 0.05), we confirm the critical value for the Wilcoxon signed-rank test w * α and the sum of the negative ranks w − and a decision can be made based on their values [25] . If the sum of the negative ranks value is smaller than the critical value for the Wilcoxon signed-rank test (i.e. w − ≤ w * α ), the proposed method is better than the compared method. Otherwise, the compared method is better [26] . As can be seen from the Table 4 , the proposed scheme generally outperforms other schemes in many attacks.
E. REAL-TIME ANALYSIS
In this experiment, all methods are coded in MATLAB 2010a and performed on a laptop computer with Intel Core CPU @ 2.27GHZ and 2G RAM. To compare the computation complexity of the different methods, the execution times of different methods are given in Table 5 . As can be seen from Table 5 , although the proposed spatial-frequency method theoretically uses the element of R matrix of QR decomposition when watermark embedding and watermark extracting, the proposed method has shorter running time than other methods since the proposed method performs on the spatial domain, which only includes the simple algebra operation. Hence, one of the advantages of the proposed method is that it has higher real-time feature, which is more suitable to protect the copyright of color image.
V. CONCLUSION
In this paper, a novel spatial domain color image watermarking technique is proposed for protecting the copyright of color image. Firstly, the DC coefficient of 2D-DFT is obtained in the spatial domain. Then, the distribution rule of DC coefficient is derived. Based on the above feature, the DC coefficient based quantization watermarking technique is proposed to protect the copyright of digital color image. Moreover, the proposed watermarking method belongs to blind watermarking method. The experimental results show that the proposed method not only has met the needs of invisibility, but has better performance in terms of robustness and VOLUME 7, 2019 real-time features. In future, we will consider how to carry on the popularization and application. 
